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E-Safety Parent 
Workshop



- We are parents 
as well as 
teachers!







71% of parents admit 
to consulting their 

children for 
technological advice.

Independent 22nd May 2013

52% of parents believe that they 
know more about technology than 
their children.
73% of children believe they have 
better knowledge than their parents.

BT - Internet Matter December 2015

15.1% of children felt that 
supervision was unecessary
9.9% admitted to sharing personal 
info. with someone they had only 
met online
48% post pictures online
27% had experienced Cyber 
Bullying

Telecommunication Regulatory Authority, Bahrain April 2016



School’s Role

P.S.H.E. has an 
E-Safety focus in every 
Year Group and also 
linked to Computing 

lessons

Every child completes 
an Acceptable Use 

Policy upon entry and 
annually after that

Digital Leaders 
in Juniors and 

Seniors

Parent 
Workshops

Safe Internet 
Day (S.I.D.)

Staff Training

Regularly Updated School Policy

Firewalls



Agenda
•What are the risks of technology & the Internet?

•Strategies which you as a parent can use to reduce these risks 
and protect your child

• E-Safety and the Law

•Discussions / Next Steps



Social Networking
Advice



Popular Social Media with BSB 
students How many of 

these 12 social 
media sites do you 

know what they 
do? 



Facebook

When signing up 
to Facebook you 

have to give 
your name, 

email address 
and Date of 

Birth

You have to be 
13 years + to use 

facebook



Facebook Privacy Settings

When posting, set 
who can see it

Create a list of friends to see certain 
posts

1. Scroll down to Friends on the left side 
of your News Feed and click More.

2. Click Create List.
3. Enter a name for your list and the 

names of friends you’d like to add. 
Keep in mind you can add or remove 
friends from your lists at any time.

4. Click Create.

Change the 
audience of a post

https://www.facebook.com/help/175490335878046
https://www.facebook.com/help/175490335878046
https://www.facebook.com/help/175490335878046


Facebook Privacy 
Settings



Facebook Privacy 
Settings



Twitter
• Is an online social networking service 
that enables users to send and read 
short 140-character messages called 
"tweets".

•Registered users can read and post 
tweets, but unregistered users can only 
read them.

•Anybody can “follow you” 
•There is no privacy filter



Musically
This is very popular with Juniors and Seniors at BSB!
• Allows you to make videos of you miming to your favourite songs
• Duet with a friend
• You have to sign up to the service using your phone number, email 

address or facebook account
• When you sign in it asks you to take a selfie
• You can become friends with strangers and follow their videos

• You can watch live streams of other 
people’s videos

• You can heart their videos
• You can comments
• Send out others videos to instagram, 

facebook, twitter, messenger, whatsapp, 
vine, email, message or line. 

http://www.youtube.com/watch?v=KSHW_vBZqYE


• Only sign up if over 13 years old
• As a parent you can send an alert to the company privacy@musical.ly.and 

they will take steps to delete information and terminate the child’s account.
• If you need to delete a musical video you've posted, tap on the video, select 

"..." on the lower right corner and then tap on "delete".

How to stay safe on musically

mailto:privacy@musical.ly


Snap Chat
• It's the popular mobile app that allows you 

to send videos and pictures, both of which 
will self destruct after a few seconds of a 
person viewing them. 

• You can take a photo or a video with it, then 
add a caption or doodle or lens graphic over 
top, and send it to a friend 

• Alternatively, you can add it to your "story", 
a 24-hour collection of your photos and 
videos, which you broadcast to the world or 
just your followers.

• You can also snapback - reply to a snap



How to secure 
snap chat



Whatsapp

You can decide who can see when you 
were last on Whatsapp

You can set who sees your profile picture

You can block contacts from contacting 
you on whatsapp



Kik is a free messaging app for smartphones. You log in, you pick a user name, 
and you send texts, selfies, and emojis to your friends.

It has a built-in web browser with a range of internal native apps such as play 
mobile games, make memes (an image, video, piece of text, etc., typically 
humorous in nature, that is copied and spread rapidly by Internet users, often 
with slight variations), watch videos, listen to music, and check out the 
funniest content on Reddit.

Kik is anonymous - You don’t need to link your account to a phone number, 
and you don’t need to use your real name. So on Kik, you can be whoever you 
want.

You can find and chat with total strangers on Kik. 

Flirt!, gives you a list of users in your age range to, well, flirt with, and Match & 
Chat, a Tinder-for-Kik that lets you swipe left or right on users and chat with 
the people who swipe right on you too.



Vent

omg thank u guys for 100 followers omg that really means a lot that u guys 
actually care about my problems

MY CLASSMATES ARE STUPID AS F*** LIKE DO YOU EVEN HAVE A 
BRAIN

I just ruined my shot of dating my crush, I ruined my friendship with him 
and my best friend. I cyber bullied someone tonight because I thought I was 
being funny. I feel ashamed, disgusted, and pathetic. I'm feeling so suicidal 
now and I just want to not be myself.

• Purpose is to allow people complain about their 
lives

• You can post anonymously, though the app does 
require an email address (it's not displayed 
publicly), and you can choose to post your real 
name.

• You can comment on someone's post and follow 
other users

• people can be kind, writing responses to other 
people’s posts

• This information is public - once out there cannot 
be taken back

• Vent collects information on its users, including IP 
addresses and browser types,

• Retains the right to share user's personal 
information "To any other third party without your 
prior consent

• So whist students believe this is private it is not. 

http://gizmodo.com/5-anonymous-apps-that-help-you-embrace-your-inner-jerk-1533619343


Reddit

Reddit is a message board wherein 
users submit links for articles and 
videos.

Items of value are “upvoted,” and 
those deemed unworthy are 
"downvoted." 

This determines a post's position 
on the site, and items that hit the 
front page are seen by hundreds 
of thousands of people

You can comment on these 
messages which are public for all 
to see

It is monitored by the community



You Now 
• For 13+ 
• Allows users to livestream chat with anyone 

in the world
• Register using an existing social media 

account (Facebook, Twitter, or Google+)
• Broadcasts can be viewed without registering
• Can change usernames to anonymous 

there's no way to ensure teens won't 
encounter inappropriate content.. 

• You can report users / content 
• By posting, a user is consenting to YouNow 

using their videos however they wish, though 
the user retains ownership



• Omegle is a website that allows you to chat 
with a random stranger either via text or by 
video either monitored or unmonitored

• You do not identify yourself through the 
service – chat participants are only 
identified as “You” and “Stranger”.

• The Omegle homepage clearly states that 
the service is not for those under 13: “Do 
not use Omegle if you are under 13. If you 
are under 18, use it only with a 
parent/guardian’s permission.

• “This should be banned” Open and honest communication 
is key with this app



Blogs / Vlog – Is regularly updated website or web page, typically one run by an 
individual or small group, that is written in an informal or conversational style.

We use Blogger in the senior school for GCSE ICT revision notes.

Tumblr
• Hosts over 225.1 million blogs 

• More than 104.9 billion posts in total
• They can be about anything

• 4% is of a pornographic nature

Vine
• Is a short-form video sharing service. 
• Lets users record and edit five to 

six-second-long looping video 
clips and revine, or share others' posts 
with followers. 

• Some Vines are revined automatically 
based on what is popular.

http://en.wikipedia.org/wiki/Video_hosting_service
http://en.wikipedia.org/wiki/Video_clip
http://en.wikipedia.org/wiki/Video_clip


Reporting  
Issues

Keep all evidence

Tell School

Tell TRA 



Gaming
•Suitability of Games?
•How long is your child playing for?
•Is the game internet enabled?
•Does it have a chat? live-stream 
feature?

•Gaming Addiction 



Google Safe Search
• SafeSearch is designed to screen sites 
that contain sexually explicit content and 
remove them from your search results. 

• By default; Moderate SafeSearch is 
turned on, which helps keep explicit 
images out of your search results. 

• You can change this to strict filtering 
settings by; 

Visit the Search Settings page.

Find the "SafeSearch filters" 
section.

Turn on SafeSearch by checking the 
box next to "Filter explicit results.“

Turn off SafeSearch by unchecking 
the box next to "Filter explicit 
results.“

Click Save at the bottom of the 
page.

http://www.google.com/preferences


Think before 
you post...

Once it is out there – 
you can’t take it back



The Internet is not faceless..
• When you are on the internet you 
are given an IP address

• This can be traced back from any 
activity to the location you logged 
onto

• Internet service providers, proxy 
server companies, social media 
providers etc.. will happily share 
information with Interpol and the 
police relating to any criminal 
behaviour either in Bahrain or 
outside.



BAHRAIN CYBER-CRIME LAW
• Illegal access to an IT system or part of it carries a maximum of one 

year jail sentence or a maximum fine of BD30,000
• Threatening to cause damage for personal gains will face a jail 

sentence or a maximum of BD30,000 fine, or both.
• Anyone convicted of entering, damaging, disrupting, cancelling, 

deleting, destroying, changing, modifying, distorting or concealing IT 
device data will face a maximum of 10 years in jail.

• Online distribution of pornographic material carries a minimum one-year 
jail term or a maximum fine of BD10,000, or both.

• The jail sentence is doubled if the pornographic material targets children

Gulf Daily News



Create Healthy Attitudes towards 
technology

•Healthy attitudes & good habits should be common throughout 
home

•“I need my phone so I can keep in touch with friends in other 
lessons”  

• “If my friends are upset I want to go to bed with my phone so 
they can contact me”  

•Technology in the bedroom – televisions, computers, smart 
phones – stops students getting enough sleep BBC, 2013



Mobile Phone Monitoring System
There are services which you can buy into 

which monitors your child's phone in 
which you can monitor SMS, call history, 
social media links, view contacts, photos, 
block devices, Monitor child's location with 

GPS, Control settings / Application
Can cost up to $100

Kids Place

Free Applications

KuuKla

Parental 
Monitoring

Norton – can pay for 
additional monitoring



Applications & Restrictions
You can set up filters to control what types of apps can 
be downloaded on your device. 

1. Open Google Play Store App
2. Touch the menu icon
3. Settings
4. Content Filtering
5. After changing the settings you will be 

asked to create a pin to prevent 
unwanted changes to your filter 
settings

1. On your apple device you tap settings
2. General
3. Restrictions
4. Enable Restrictions and enter a 

passcode. You'll need the passcode to 
change your settings or turn off 
Restrictions

5. f you lose or forget your Restrictions 
passcode, you'll need to perform a 
factory restore to remove it.

http://support.apple.com/kb/HT1414
http://support.apple.com/kb/HT1414
http://support.apple.com/kb/HT1414


So.. How much screen time?

**Not including homework**
http://www.pcadvisor.co.uk/feature/digital-home/how-much-screen-time-is-healthy-for-children-benefits-

3520917/

Under 2 No access

2-5 No more than 
1 hour a day

6-18 No more than 
2 hours a day



Advice posted on 
TRA regarding timing 
for children being 
online.



The main protection methods…
• Create a dialogue with your child about the internet
• Ensure you know which devices are internet enabled
• Ensure computer’s are in a communal space
• Set boundaries - time limits / type of usage
• Apply access controls to digital devices were appropriate
• Lead by example

TRUST
& UNDERSTANDING 

IS KEY



Final Messages
Dangers cannot be totally avoided  

Up to date education and communication are key  
Technology will continue to change  
We can all help to grow healthy attitudes & good 
habits



Questions to the panel



Our Details...
Nicola Taylor - Head of Computing, Seniors - Taylorn@thebsbh.com
Mark Jones - Asst. Head Juniors Jonesm@thebsbh.com
Lucy Jones - Asst. Head Senior (Pastoral) Jonesl@thebsbh.com
Doreen Mills - Counsellor  millsd@thebsbh.com 
Kathleen Guyon - Counsellor guyonk@thebsbh.com

mailto:Taylorn@thebsbh.com
mailto:Jonesm@thebsbh.com
mailto:Jonesl@thebsbh.com
mailto:millsd@thebsbh.com
mailto:guyonk@thebsbh.com

